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1.0 Introduction 

 
 

Cyber-crime and cyber security pose a significant risk of data theft, scams and security breaches that can 
have a detrimental impact on the operations of the Trust. The management of these risks is vital to protect 
the Trust’s resources, prevent financial loss, ensure business continuity and protect its reputation.  
 
Cyber security is about protecting the devices we use and the services we access online from theft or 
damage and preventing unauthorised access to personal data stored on these devices and in the cloud. 
This policy should be used in conjunction with the schools e-safety policies, acceptable use policies, data 
protection and information security policies.  
 

 
2.0 Purpose Statement 

 
The purpose of this policy is to ensure that the risk of harm to the activities of Tarka Learning Partnership 
through cyber-crime is minimised through:  
 

● A collective understanding of cyber security and how it supports the overall organisational 
objectives 

● Active Risk Management processes that are appropriate for the organisation 
● Creating a positive cyber security culture through engagement and training 
● Active Asset Management  
● Protecting systems and data through design and keeping them protected through their life cycle 
● Ensuring data is protected from unauthorised access 
● Active monitoring, reporting and incident management 
● Understanding the supply chain and embedding compliance to cyber security within procurement 
● To comply with regulatory obligations 

 
 

3.0 Scope 
 
Tarka Learning Partnership relies on the use of ICT to enhance teaching and learning and conduct its 
administrative processes. Every member of staff, trainee, pupil, volunteer and visitor may have access to 
the Trusts IT systems in order to carry out their professional or educational activities. 
 
This policy covers staff currently employed by the Trust, pupils, volunteers, workers and DPSCITT trainees.     
 
The Policy covers all Trust IT systems, local networks, trust-wide networks or cloud software services and 
all devices used to access these networks and services, including personal devices from any location and 
when representing Tarka Learning Partnership. 
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4.0 Common Cybersecurity Threats 
 
The nature and range of issues and threats suggests that all schools are likely to experience some form of 
cybersecurity incident at some point. These usually enter the system through emails, websites and 
removable devices. 
 
The Trust does not allow the use of USB or other removable devices unless expressly permitted, therefore 
the greatest risk to cyber security is from email and access to unsecure websites.  
 
The Trust’s IT system uses Microsoft Exchange Online Protection mail filtering service. This service reduces 
the amount of malicious spam, spoofing and phishing emails that arrive in our inboxes. However users will 
still occasionally receive them and should be aware of how to recognise malicious spam, spoofing or 
phishing emails and delete them or report them immediately without opening them.  These emails are 
likely to contain attachments, embedded links or a request for information that can cause significant harm 
to the IT systems or make the Trust vulnerable to fraud.  

 
Spam takes the form of unsolicited emails from companies offering ‘discount prices’ or ‘free software’, 
these should be deleted without opening them.  
 
Spoofing and phishing emails take the form of pretending to be a bone fide company or person. Beware of 
emails claiming to be a bank or a company attaching an invoice, request for overdue payment or a request 
for information. These emails may contain spelling mistakes, look unprofessional, have an unusual email 
address or just not feel right.  Do not open them; report them by forwarding to report@phishing.gov.uk 
and copy in phishing@tarkatrust.org.uk, delete the unopened email. 
 
Email addresses are sometimes hijacked to send malicious emails that may contain harmful material. If you 
receive an email from a colleague or other trusted organisation that appears unusual or suspicious, alert 
and check with the sender before opening it. If their email has been hijacked they are then able to take 
action to secure their email account and take action to protect their systems. You should notify this to 
IT@tarkatrust.org.uk so that colleagues within the Trust can be alerted, as emails are often sent to all 
contacts within an address book. 
 
If you are in doubt as to the authenticity of an email do not open or click on it. If you do not feel confident 
to delete it contact the originator via their externally published contact methods to verify the authenticity 
of it. 
 
The Trust recognises that malicious emails can appear bone fide and that sometimes these emails may be 
opened in error. Where this happens, it is important that it is immediately reported to a member of the 
Senior Leadership Team and IT Support by following the procedures laid out in section 11 of this policy. 
This will enable the school to minimise any risk to its IT systems and protect its data.  
 
Users should exercise vigilance and care when accessing external websites and should ensure the padlock 
symbol is displayed on the left side of the address bar to indicate the site is secure. Users should not follow 
links that pop-up within web-browsers, particularly where they offer incentives such as prizes. 
Do not follow links to websites from emails, unless you are confident that the email is authentic. Avoid 
responding to requests to follow a link to validate credentials unless you are expecting it as part of a 
process you are following. If in doubt, go through the company’s published web address via your internet 
browser. 
   
In the event a link is followed that turns out not to be genuine or results in information being submitted to 
an unknown party, please record as many details as possible and report the incident to a member of the 
senior leadership team in order that the site can be added to the list of blocked sites and security to the 

mailto:phishing@tarkatrust.org.uk
mailto:IT@tarkatrust.org.uk
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schools systems can be improved. See section 11 of this policy 
 
5.0 Users 

 
Users of the IT system are the first line of defence against cyber threats and the awareness and vigilance of 
staff when using IT is paramount to the protection of the schools data and IT systems.  
 
The Trusts seeks to establish an open and positive culture in relation to cyber awareness to ensure there 
are no barriers to incident reporting and information sharing. 
 
We do this through 

• Development of policies relating to the safe use of IT, including acceptable use and data protection 
and information security policies that give guidance on best practice 

• Annual staff training and awareness sessions 
• Common IT Support for systems throughout the Trust 
• Sharing information on new cyber threats as they emerge   

 
We actively encourage all users to report incidence of suspected malicious cyber activity through the 
appropriate channels as described in section 11 of this policy 
 
Many security features of the Trust’s defence against cyber security work in the background and are 
unseen by the user, others have a direct impact upon the way in which we work. The Trust aims to strike a 
balance between effective security controls and the needs of the user. For example, different types of 
users will have different settings for lock screen after a period of inactivity depending upon their role and 
the type of data they are likely to have access to. Users who have greater access to sensitive data or 
administrative controls, are more likely to notice more of the cyber security measures in place.  
 
These security controls may sometimes be perceived as an inconvenience but are vital to protect our IT 
systems from cyber threats or data breaches. Where a user needs support or a review of any of the 
security measures in place on their account because it prevents them from carrying out their work, they 
must discuss this with their Head Teacher and IT support. Where a change is agreed this must be 
submitted on the change request form in appendix 1. Changes may only be implemented where the 
change does not compromise the overall safety of the Trust’s IT system. 
 
Users agree to safe use of IT and accept their responsibilities for managing and reporting cyber security 
incidents by abiding by and signing the Trusts Acceptable Use of IT Policy. 
 

 
6.0 Risk Management 

 
Cyber Security will be managed as a separate line on the Trusts Risk Register within the Trusts existing Risk 
Management Policy and Strategy. 
 
Risks will be assessed via the Cyber Security checklist Appendix 2 which will be completed and reviewed 
annually, when there is a change to the IT system or immediately after an incident. 
 
Responsibility for the completion of the checklist lies with the CFO for centrally managed systems and 
policies and with Head Teachers where implementation is at school level. 
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7.0 Device and Network security 
 

The Trust has designed its IT strategy to ensure all basic security features that protect the Trust’s data and 
keep the IT network safe from cyber threats are enabled. The security features within the strategy have 
been set to be complex enough to provide robust protection from cyber threats without putting barriers in 
the way of users that may inadvertently lead to weaker systems being designed by users e.g. password 
protection. 

 
These security features include :- 

• Firewall to protect the Trust’s network 
• Use of group policies to automatically manage user permissions at the appropriate level for their 

role 
• Using secure settings on devices and software, such as automatic lock screen after a period of 

inactivity 
• Strict controls on user privileges such as the number of staff who have access to administrative 

passwords to manage the Trusts & schools domain and license accounts 
• Automated management of starters and leavers 
• Anti-virus software that is regularly updated to protect the system from viruses and malware 
• Regular windows updates and software patches  
• Cloud service software updates 
• Password complexity and 2-factor authentication where available and relevant  
• Sound Asset Management processes 
• System inventory and baseline build for devices 
• Elimination of the need for use of USB and other external drives  
• Agreed processes of managing disposal of devices and hardware 
• Azure system back-up and cloud-based file and document storage with recovery testing 
• Guest wifi access 

 
The Trust cannot completely eliminate the risks from cyber threats and relies on the vigilance of users to 
ensure the highest level of protection. 
 
Users of the Trust’s IT Systems should 

• Avoid posting specific details about the school and their role on social media sites 
• Ensure work accounts have different passwords to personal accounts 
• Set strong passwords for their work accounts 
• Ensure personal devices used to access work accounts have the latest version operating software 

on them and are protected by anti-virus software. 
• Only download software from official stores  
• Ask for help if they feel they are being compromised or pressured to provide personal details or 

information that could compromise the IT systems or the school’s data. 
• Feel confident to report to a member of the Senior Leadership Team and IT Support if they click on 

a malicious link 
• Be able to discuss IT security measures with a member of the Senior Leadership Team and IT 

support where it is not possible to follow security advice as it create a barrier to effective working. 
 
Visitors to the Trust/School who require access to the IT systems will sign an acceptable use of IT policy 
statement when joining the network.  Visitors should be informed that removable devices should not be 
used to access their documents, this can be managed by login to their cloud storage area or by emailing 
the documents to themselves, or in exceptional circumstances a named contact within the school. The 
guidance in Appendix 4 can be issued to visitors before their visit. 
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8.0 Cloud Systems and Software Providers 
 

The Trust maintains many relationships with other providers and suppliers where the use of IT exists. The 
extent of reliance on IT and the level of risk will vary but where the Trust relies on these services for 
business continuity, such as email servers, MIS, course delivery it should be assured that those providers 
have adequate measures in place to protect from cyber threats through evidence of their compliance with 
Cyber Essentials and where the data is of a sensitive nature an accreditation of ISO9001. In the case of key 
systems containing highly sensitive data such as MIS, Finance and Safeguarding software, these suppliers 
should all be approved and available through the government digital market place or National 
Frameworks. 
 
Software as a Service is growing in use across the Trust, particularly systems such as CPOMS, Bromcom, 
iTrent and Access that host the Trust’s most sensitive data. Users should set complex password and take 
additional care to ensure that privacy measures are followed, including locking the screen when leaving 
the desk or having a visitor arrive at the desk. 
 
Data personal should not be transferred out of these systems on to any other device media and should 
only be transferred between schools using the in-built file transfer protocols within the software and via 
the DfE file transfer system. 
 
Consideration of data protection of IT and systems must take place during the procurement process and is 
set out within the Procurement Policy and workflow appendices to that policy. 
 
 

 
9.0 Working remotely 
 

Pupils and staff need to be able to access school systems remotely to extend learning opportunities or 
support administrative functions. The use of staff devices at home brings with it the risk of unauthorised 
access to sensitive information. Storing all files and data in the cloud reduces the risk of data loss. Data 
should never be stored on or transferred to a removable drive or saved on the local drive to reduce the risk 
of loss of data if the device is lost or stolen.  
 
Staff should ensure good practice when working remotely and should always use their work device. Staff 
should not allow others outside of the organisation to use their work device and the device settings must 
always require the user to enter the password and should not be automatically remembered by the device.   
 
Work accounts or devices should never be connected via an unsecured network. Staff may use their own 
mobile phone to access work accounts, the device should be password protected with at least 6-characters 
or bio-metric identification and have anti-virus software enabled. This personal device must not be a 
shared device. 

 
10.0 User Education & Awareness 
 

Educating and training is essential so that all users understand their cybersecurity obligations and 
responsibilities.  

 
This will take the form of training at different levels within the organisation. 

 
• IT Support and local network managers will keep abreast of cyber security updates and technical 

training as part of their on-going work  
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• Trust Senior Management will undertake termly cyber security training updates from NCSC or other 
appropriate sources, meet with IT Support and cascade new information to staff 

• All staff will receive Cyber Security Awareness training annually 
  
Where all users actively manage and report cyber activity, we all contribute to the continuous 
improvement of internet safety to ensure continuity of education for our pupils. 

 
 
11.0 Monitoring, Preventative Action, Reporting & Incident Management 

The Trust operates a positive cyber security culture and all users, whether staff or pupils, should feel 
secure in the knowledge that being open when things go wrong will not result in sanctions but the 
information will be used to improve the network’s security. Preventative action and early reporting of an 
incident helps the Trust identify risks and minimise any potential damage to its systems and may prevent 
loss of data that could lead to a serious data breach. 

Through the vigilance of users and established good practice the majority of malicious threats will have been 
dealt with without the need to implement an incident management plan. 

 
11.1 Monitoring 

 
The Trust’s IT systems monitor user activity. The internet filtering system detects attempts to access 
websites or materials considered to present a risk of harm and can detect where multiple attempts have 
been made to access a user account. The Trust may share IT monitoring reports with external services to 
help identify inappropriate use or safeguarding issues or investigate incidence of cyber-crime activity. 
 
11.2 Preventative Action 
 

These are the actions users must take if they suspect they have received malicious IT Communications -see 
section 4 of this policy for more detail 

 
• Spam email – delete without opening the email.  
• Spoofing and phishing emails - do not open, report them by forwarding to report@phishing.gov.uk and 

copy in phishing@tarkatrust.org.uk 
• Hijacked email from a Trusted source - alert the email owner and notify IT@tarkatrust.org.uk . 

 
 

11.3 Reporting 

The Trust recognises that from time to time a user may inadvertently open an email or click on an embedded 
link that may have created an opportunity for malicious software to enter the IT system that could 
immediately or eventually lead to loss of data or functionality of IT. 

In this event the user must  

• Act immediately to take the device off of the network by removing the LAN connection or 
disconnecting the wifi (if the user has this ability). A PC can be unplugged to cut power supply. 

• Note as much information as possible  
• Report the incident to IT Support and a member of the schools Senior Leadership Team, providing 

them with their user account details. 
• Wait for approval before reconnecting the device to the network or logging back into the user 

account 

mailto:phishing@tarkatrust.org.uk
mailto:IT@tarkatrust.org.uk
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• Assist with any follow-up investigation into the incident  
• Implement any recommended measures that will improve future security 

 
 
11.4 Incident Management Plan 

The incident will be managed by a member of the senior leadership team with IT Support and the 
processes laid out in Appendix 3 – Incident Management Plan followed. The incident management process 
will vary depending upon the severity of risk posed by the incident. 

Incidents must be dealt with sympathetically and the identity of the user kept confidential and used only 
for the purposes of investigating the incident. Users will not be named in communications with other staff. 

The first action to take in all reported incidence is to ensure the safety of the network and remove the 
device from the network if this has not already been actioned by the user. Where an incident appears to 
pose a significant risk to either loss of data or functionality, a member of the Senior Leadership Team and 
or IT Support may take the decision to temporarily suspend the use of all devices and network services 
whilst initial investigations are carried out. In all cases the amount of downtime will be kept to the 
minimum required to ensure the safety of the network.  

In the case of a ransomware attack, the Trust must not pay any money to any parties in exchange for 
access to its systems or the retrieval of data. The police must be notified of any such demands.  

Where the incident involves data theft or a compromise of personal data, the GDPR lead for the Trust must 
be informed and processes as laid out under the regulations for managing data breaches followed. 
Incidence incurring a financial cost, such as making a payment following receipt of a bogus invoice should 
be reported to the police at Action Fraud and also reported to the Chief Finance Officer of the Trust. 

In the event of partial loss of files, functionality or operating system the schools IT disaster recovery plan 
should be followed. 

After the incident has been dealt with, there should be a review of what happened, how and what (if 
anything) was damaged so that lessons can be learned.  In the process of further investigation the 
investigators should maintain objectivity and try to get a complete picture of usual practice by gathering 
the perspectives of other similar users of the system whilst maintaining confidentiality. The investigation 
should focus on the facts available at the point at which each decision was made and not on the final 
consequence of the chain of those decisions.  

The outcome of an investigation may lead to changes to device & system configuration, software updates, 
process changes or further training. These changes should be fed-back to the user reporting the incident 
and communicated to all users via suitable communication systems. 

 
12.0 Disciplinary Action 

The Trust does not seek to discipline staff for reporting incidence of cyber security risk and an open and 
proactive approach to the management of cyber security is required by all users to reduce the risk of harm 
from cyber-crime, all reported incidents will be reviewed fairly and findings used as development 
opportunities for all staff to reduce the risk of a reoccurrence.  

However, that does not mean that users are not accountable for their actions and disciplinary action will 
be considered where there was an intent by the user to cause harm or wilful neglect of this policy which 
prevents action being taken to reduce damage to systems following a cyber incident. 
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13.0 Use of Appendices 
 

The appendices supplied with this policy are template documents designed to supplement each schools 
suite of IT documentation. All appendices are available as separate word documents. Appendices 2a/b, 3, 4 
and 5 must be tailored to the context of each school.  
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Appendix 1  – Change Request Form 
 
This form can be made available as a separate electronic document and used to support a change request via the IT Support help-desk function. 
 

IT Change Request Form 
 
Name of School 

 
 
 

 
Name of person submitting request 
 

  
Job Role 

 

 
 
Detail of the request 
 
 

 
 
 
 

 
Reason for need 
 

 

 
Is this change applicable for other similar users? 
 

 

 
Date change required by 
 

 

 
Approver sign-off 
 

 

 
Approver Name 
 

  
Date 
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Appendix 2a – Cyber and Information Security Checklist – schools migrated to Trust IT System 

 
Area Response Controls/built in features/ supporting 

policies in place  
School Controls & 

Action taken 
Further action 
required 

Who  

Training & Staff awareness Yes/No Description of features in place Date action took place & further 
relevant detail 

Record detail and timing individual 

Have all staff received training on 
general cyber security? 

 Tarka Cyber Security Policy & training 
guidance 

   

Have all staff receive training to help 
them identify phishing/spoofing 
emails? 

 Tarka Cyber Security Policy & training 
guidance 

   

Are all staff aware of the procedure 
for reporting incidences of suspected 
cyber security breaches? 

 Tarka Cyber Security Policy    

Are all staff aware that they must 
not connect to their work account 
through unsecure or public Wi-Fi 
networks? 

 Tarka Cyber Security Policy & training 
guidance 
Staff Acceptable Use Policy 

   

Are staff aware they should only 
login to devices that are protected 
by suitable anti-virus software if not 
using a work device 

 Tarka Cyber Security Policy & training 
guidance 

 Conditional Access 
protocols to be 
enabled via central 
domain set-up 

SJ 
during 
2021 

Are all staff aware that they should 
have a minimum of 6-character login 
or biometric device login if accessing 
work accounts from their smart 
phone? 

 Information Security Policy, CYber 
Security Policy & Training guidance 

   

Are staff aware of the need to keep 
individuals email addresses private 
through use of Bcc and exercise care 
when using the auto-complete 
function? 

 Information Security Policy    

Are all staff aware that they should 
use the built-in systems in CPoms, 

 Tarka Cyber Security Policy & training 
guidance 
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Bromcom or Egress email for 
transfer of sensitive data 

 

Organisation domain ownership and set-up Yes/No Description of features in place Date action took place & further 
relevant detail 

Record detail and timing individual 

Is your System IT Domain owned by 
the school/Trust? 

Yes @tarkatrust.org.uk purchased by 
Trust 2018. School migrating into the 
system are held as sub-domains and 
are covered by this ownership 

 None  

Is the System IT Domain hosted with 
a reputable registrar?  

Yes Krystal  None  

Is anti-virus installed or Windows 
Defender enabled on the server(s) 

Yes  Windows Defender end point 
protection 

 None  

Is Anti-Virus protection installed / 
enabled on every device 

Yes Windows Defender   None  

Does security protection include 
enterprise level scanning & 
remediation?  

Yes Widows Defender  None  

Are all Operating Systems supported 
and have windows security updated 
and patches applied at the earliest 
opportunity? 

Yes Windows auto update as soon as  
available.  

 Will eventually be 
controlled by a 
maintenance window 

SJ  
2021/22 

Is the management of the network 
and systems appropriately 
documented? 

Yes IT Management information held by 
Ap.Rox Ltd 

   

Are all Central systems properly 
secured, in particular servers, 
switches and routers, in secure 
rooms or cabinets? 

Yes Dedicated server room within RCPA  None  

Are all local systems properly 
secured, in particular servers, 
switches and routers, in secure 
rooms or cabinets? 

     

Are the tools within the Microsoft 
Security Centre configured to ensure 
maximum protection of systems in 
line with user needs 

Yes Through central IT group policies to 
manage users 
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If you use Google, are the Security 
Centre features enabled to ensure 
maximum protection of systems in 
line with user needs 

     

Are all devices encrypted Yes Bit locker encryption enabled on all 
devices 

   

Can threats be intercepted at server 
& workstation level? 

 User Account Control is enabled. 
Firewall enabled. Windows Defender 
endpoint protection enabled. 
Microsoft Exchange on line security 
features enabled 

 None  

Is your operating system backed up 
and a copy held off-site? 

Yes Microsoft Azure cloud. Secure and off-
site 

 None  

When was the last test restore of the 
operating system carried out?  

Yes Tested by XMA Sept ‘21  Cyclical testing  Ap.rox 

Are your files and folders backed up 
and a copy held off-site? 

Yes MS365 cloud environment State if files also held 
elsewhere 

  

Has the school achieved Cyber 
Essentials Certification? 

Yes The Trust has accreditation – Autumn 
‘21 

 None  

Firewalls & Filters Yes/No Description of features in place Date action took place & further 
relevant detail 

Record detail and timing individual 

Is there a core firewall installed and 
managed? 

Yes Core firewall through ISP   Update information 
following Broadband 
procurement 

MC  

Is there a local firewall installed? Yes Yes – switched on by default during 
system setup 

 None  

Has the network been penetration 
tested & if so have any 
recommendations been acted upon? 

Yes   Undertaken by 
Broadband Provider – 
update after 
procurement 

MC 

Is the network monitored for 
unusual activity and does it generate 
activity logs? 

Yes   Update details 
following BB 
procurement 

MC 

Are search activity logs monitored ? Yes Monitoring  through Meraki and 
filtering software provided by ISP 

 Update with ISP 
details 

MC 

Can your network manage guest 
users?  

  Schools state if this is 
implemented in your setting 
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Is your Internet protected by an 
industry recognised filtering system? 

Yes Part of Broadband provision  Update with details 
following 
procurement 

MC 

Email security Yes/No Description of features in place Date action took place & further 
relevant detail 

Record detail and timing individual 

Do you use indicators of compromise 
to check if your email has been 
accessed? 

   Microsoft Edge – will 
inform if accounts have 
been accessed if it is used 
to store account details. 
www.haveibeenpwnd.com 

 

Do you use encrypted emails.  Yes MS365 is an encrypted email service.   None  
Do you use encrypted email where 
sensitive data is being transferred to 
a 3rd party? 

 This is the use of Egress or similar + 
secure transfer of files using built-in 
tools in Bromcom & CPoms  

   

Do you have email filtering? Yes Use of built into Microsoft Exchange  None  
Does email auto-delete after a 
period of time? 

   For TLP Being 
reviewed – suggest 2 
years retention 

 

Where emails are archived, is this 
data held securely within the Schools 
IT systems and document library? 

     

User Set-up and device management Yes/No Description of features in place Date action took place & further 
relevant detail 

Record detail and timing individual 

Are staff passwords complex and 
have forced periodic changes? 

Yes Password require a degree of 
complexity, change at 90 or 180 days 
depending on staff level & password 
history of 6 & 12. 

 None  

Is 2-factor authentication enabled 
for all staff 

pending 2FA for device login enabled  To be implemented in 
autumn term 

Ap.Rox 

Is auto screen lock enabled for staff? Yes For most users 5 minutes, for class 
teachers 20 minutes. 

 None  

Are administrative privileges for 
domain & IT Administrative User 
Accounts regularly reviewed and 
access restricted to key persons only 

Yes Admin rights to domain accounts and 
main Microsoft accounts restricted to 
2 persons, reviewed annually 

 None  

Have you carefully reviewed access 
privileges to your document library? 

Yes Active management of permissions 
and controls through the TEAMS built 
environment 

 None  
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Are users removed from the IT 
system immediately upon leaving 
the organisation 

Yes Managed through Locker Connect, 
linked with MIS system 

 None  

If staff use their phones to access 
work information, is there clear 
guidance on the level of password 
protection required to unlock the 
device 

Yes Information Security Policy -
Enablement of biometric recognition 
or 6-digit security protection  

 None  

Are all USB sticks encrypted? NA The system is set up to allow 
anywhere cloud access. USB sticks are 
not used. If needed by exception, then 
explicit permissions are required & 
encryption of the removable device 

   

Can all networked devices be 
remotely disabled? 

Yes Through central management console    

Is there an inventory of IT Devices 
which is reviewed annually? 

Yes Assets are fully managed within the 
Parago software 

 Give details if there is 
further work to 
complete this at your 
school 

 

Do you know which school devices 
are in the possession of staff? 

 Give details of system used i.e set up 
in Parago against individual staff or 
other loans log 

   

Website Yes/No Description of features in place Date action took place & further 
relevant detail 

Record detail and timing individual 

Is your website domain owned by 
the school? 

     

Is the website domain hosted with a 
reputable registrar?  

     

Is your website hosted on a secure 
platform?   

     

Is web server software fully up-to-
date? 

     

Is your website data backed-up?      
Is there an off-site copy held?      
Policy and Strategy & Support      
Have all staff signed the Acceptable 
Use declaration? 

 Staff Acceptable Use Policy    
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Are all pupils aware of IT & Email 
Acceptable use – appropriate to their 
age? 

  Please give details   

Do you have a written strategy and 
renewal plan for IT in place for your 
school 

     

Is IT security regularly reviewed with 
IT Support? 

Yes Yes – minimum of half termly 
meetings to review Trust IT Policy & 
Security 

 None  

Is there a named individual for IT 
support in school 

Yes Ap.Rox Ltd access via Parago helpdesk  None  

Is digital data destruction managed 
& a policy in place? 

Yes Trusts IT Strategy document deals 
with processes for off-boarding of 
hardware 

 None  

Is IT security reviewed by Trustees? Yes Part of termly part of termly risk 
management processes 

 None  

Is there a policy on BYOD/home 
working 

Yes Acceptable use of IT and Cyber 
Security Policy  

 None  

Are there clear expectations 
regarding usage of Social Media 

 Trusts use of Social Media Policy  Date relayed to staff   

Has the Trusts Information Security 
Policy been shared with all staff? 

 Give details    

Do staff receive training on IT 
Security and Information 
Governance as part of their 
induction? 

 Give details    

Is there a clear disaster recovery plan 
that details key IT service providers 
and their contact details? 

   To be completed with 
each school by Aug 
22 

 

Other Software and Apps      
Does the school follow processes for 
Data Privacy Impact Assessments 

Yes Schools follow guidance on GDPR 
toolkit for new suppliers. Written into 
Procurement Policy 

   

Have you reviewed all software and 
applications used in school? 

 Give details    

Are user permissions for software  
hosting sensitive data (Bromcom, 
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CPoms, Access) managed by role and 
reviewed regularly 
Does each user have their own log in 
access to these accounts? 

     

Are there systems to prevent former 
staff from accessing these cloud-
hosted systems? 

     

Is installation of new software 
applications managed by IT Support? 

 Give details    

Information Security and /GDPR 
Compliance 

     

Are there systems in place for 
effective breach management? 

Yes Trust centralised system for reporting 
and monitoring 
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Appendix 2b – Cyber and Information Security Checklist – schools outside @tarkatrust.org.uk domain 
 

Area Response Controls/built in features/ supporting 
policies in place  

School Controls & 
Action taken 

Further action 
required 

Who  

Training & Staff awareness Yes/No Description of features in place Date action took place & further 
relevant detail 

Record detail and timing individual 

Have all staff received training on 
general cyber security? 

     

Have all staff receive training to help 
them identify phishing/spoofing 
emails? 

     

Are all staff aware of the procedure 
for reporting incidences of suspected 
cyber security breaches? 

     

Are all staff aware that they must 
not connect to their work account 
through unsecure or public Wi-Fi 
networks? 

     

Are staff aware they should only 
login to devices that are protected 
by suitable anti-virus software if not 
using a work device 

     

Are all staff aware that they should 
have a minimum of 6-character login 
or biometric device login if accessing 
work accounts from their smart 
phone? 

     

Are staff aware of the need to keep 
individuals email addresses private 
through use of Bcc and exercise care 
when using the auto-complete 
function? 

     

Are all staff aware that they should 
use the built-in systems in CPoms, 
Bromcom or Egress email for 
transfer of sensitive data 
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Organisation domain ownership and set-up Yes/No Description of features in place Date action took place & further 
relevant detail 

Record detail and timing individual 

Is your System IT Domain owned by 
the school/Trust? 

     

Is the System IT Domain hosted with 
a reputable registrar?  

     

Is anti-virus installed or Windows 
Defender enabled on the server(s) 

     

Is Anti-Virus protection installed / 
enabled on every device 

     

Does security protection include 
enterprise level scanning & 
remediation?  

     

Are all Operating Systems supported 
and have windows security updated 
and patches applied at the earliest 
opportunity? 

     

Is the management of the network 
and systems appropriately 
documented? 

     

Are all Central systems properly 
secured, in particular servers, 
switches and routers, in secure 
rooms or cabinets? 

     

Are all local systems properly 
secured, in particular servers, 
switches and routers, in secure 
rooms or cabinets? 

     

Are the tools within the Microsoft 
Security Centre configured to ensure 
maximum protection of systems in 
line with user needs 

     

If you use Google, are the Security 
Centre features enabled to ensure 
maximum protection of systems in 
line with user needs 

     

Are all devices encrypted      
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Can threats be intercepted at server 
& workstation level? 

     

Is your operating system backed up 
and a copy held off-site? 

     

When was the last test restore of the 
operating system carried out?  

     

Are your files and folders backed up 
and a copy held off-site? 

     

Has the school achieved Cyber 
Essentials Certification? 

     

Firewalls & Filters Yes/No Description of features in place Date action took place & further 
relevant detail 

Record detail and timing individual 

Is there a core firewall installed and 
managed? 

     

Is there a local firewall installed?      
Has the network been penetration 
tested & if so have any 
recommendations been acted upon? 

     

Is the network monitored for 
unusual activity and does it generate 
activity logs? 

     

Are search activity logs monitored ?      
Can your network manage guest 
users?  

     

Is your Internet protected by an 
industry recognised filtering system? 

     

Email security Yes/No Description of features in place Date action took place & further 
relevant detail 

Record detail and timing individual 

Do you use indicators of compromise 
to check if your email has been 
accessed? 

     

Do you use encrypted emails.       
Do you use encrypted email where 
sensitive data is being transferred to 
a 3rd party? 

     

Do you have email filtering?      
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Does email auto-delete after a 
period of time? 

     

Where emails are archived, is this 
data held securely within the Schools 
IT systems and document library? 

     

User Set-up and device management Yes/No Description of features in place Date action took place & further 
relevant detail 

Record detail and timing individual 

Are staff passwords complex and 
have forced periodic changes? 

     

Is 2-factor authentication enabled 
for all staff 

     

Is auto screen lock enabled for staff?      
Are administrative privileges for 
domain & IT Administrative User 
Accounts regularly reviewed and 
access restricted to key persons only 

     

Have you carefully reviewed access 
privileges to your document library? 

     

Are users removed from the IT 
system immediately upon leaving 
the organisation 

     

If staff use their phones to access 
work information, is there clear 
guidance on the level of password 
protection required to unlock the 
device 

     

Are all USB sticks encrypted?      
Can all networked devices be 
remotely disabled? 

     

Is there an inventory of IT Devices 
which is reviewed annually? 

     

Do you know which school devices 
are in the possession of staff? 

     

Website Yes/No Description of features in place Date action took place & further 
relevant detail 

Record detail and timing individual 

Is your website domain owned by 
the school? 
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Is the website domain hosted with a 
reputable registrar?  

     

Is your website hosted on a secure 
platform?   

     

Is web server software fully up-to-
date? 

     

Is your website data backed-up?      
Is there an off-site copy held?      
Policy and Strategy & Support      
Have all staff signed the Acceptable 
Use declaration? 

     

Are all pupils aware of IT & Email 
Acceptable use – appropriate to their 
age? 

     

Do you have a written strategy and 
renewal plan for IT in place for your 
school 

     

Is IT security regularly reviewed with 
IT Support? 

     

Is there a named individual for IT 
support in school 

     

Is digital data destruction managed 
& a policy in place? 

     

Is IT security reviewed by Trustees?      
Is there a policy on BYOD/home 
working 

     

Are there clear expectations 
regarding usage of Social Media 

     

Has the Trusts Information Security 
Policy been shared with all staff? 

     

Do staff receive training on IT 
Security and Information 
Governance as part of their 
induction? 

     

Is there a clear disaster recovery plan 
that details key IT service providers 
and their contact details? 
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Other Software and Apps      
Does the school follow processes for 
Data Privacy Impact Assessments 

Yes Schools follow guidance on GDPR 
toolkit for new suppliers. Written into 
Procurement Policy 

   

Have you reviewed all software and 
applications used in school? 

     

Are user permissions for software  
hosting sensitive data (Bromcom, 
CPoms, Access) managed by role and 
reviewed regularly 

     

Does each user have their own log in 
access to these accounts? 

     

Are there systems to prevent former 
staff from accessing these cloud-
hosted systems? 

     

Is installation of new software 
applications managed by IT Support? 

     

Information Security and /GDPR 
Compliance 

     

Are there systems in place for 
effective breach management? 

Yes Trust centralised system for reporting 
and monitoring 
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Appendix 3 – Cyber Security Incident Report and Management Template 
 

Summary Section 
Date & time of incident User(s) account detail Name & time of report to SLT Name & time report to IT Support 
 
 

   

Brief detail of incident Outcome of incident Date & time User(s) resume activity 
 
 
 

  

 
Actions Section 

Action Actioned by Date/time 
Has the device been removed from the network pending initial investigation?   
Comments/Notes: 
 
Action Actioned by Date/time 
Do other users, or areas of the network need to be disabled pending initial investigation?   
Comments/Notes: 
 
Action Actioned by Date/time 
Investigate incident and take appropriate action to ensure the safety of the Schools data and IT 
systems and networks. If data or system loss refer to the Disaster Recovery Plan 

  

Comments/Notes: record the outcome & any actions taken 
 
 
 
Action Actioned by Date/time 



 

27  

User advised of outcome & device / network resume normal activity   
Comments/Notes:  
 
Action Yes/No Actioned by Date/time 
Did the incident result in the loss or possible loss of sensitive data?    
Comments:  If yes this must be reported to the Trust’s GDPR lead as soon as possible please record details  
  
Action Yes/No Actioned by Date/time 
Did the incident result in a financial loss or a ransom request?    
Comments:  If yes this must be reported to the Trust’s Chief Finance Officer and the police Action Fraud – record details  
  
 
Action Yes/No Actioned by Date/time 
Has the incident been investigated to reduce the risk of reoccurrence?    
Comments:  Record details of investigation  
Action Yes/No Actioned by Date/time 
Have changes to the system, processes or procedures been identified that would 
reduce the risk of reoccurrence? 

   

Comments:  Please detail the recommended changes, indicating whether these have been implemented or put forward for approval by the 
Trust. 
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Appendix 4 – Visitor Access to IT systems 
 

 We look forward to welcoming you to our school. This document aims to support your visit in relation to using IT from your device whilst in school. 
 

If you require the school to supply a device for you to use during your visit, then please let us know in advance. 
   
The school strongly discourages the use of USB sticks or other removeable device storage media. Instead we encourage you to access your documents 
via your usual cloud storage or, if you do not store documents in the cloud, email them to yourself to access during your visit.   

 
Guest Wi-Fi is available to all visitors, the password will be made available when you arrive on site. Upon login to the guest wi-fi you will be asked to 
accept our terms for Acceptable Use of IT as per the follow statement. 
 
‘As a professional organisation with responsibility for children’s safeguarding it is important that all users of the schools Wi-Fi system are fully aware of 
their responsibilities and necessary measures to protect the school's data and information systems from cyber threats, unauthorised access, damage 
and loss.  
  
I understand that the school provides Wi-Fi to visitors and guests for education purposes only, I will not use the guest Wi-Fi for personal internet 
browsing.  
My use of the school’s Wi-Fi will be safe and responsible and will always be in accordance with the law, including copyright and intellectual property 
rights. 
I will not upload, download, access or forward materials which are illegal or inappropriate or may cause harm, distress or offence to any other person, 
or anything which could bring the school into disrepute.  
I will report any online safety concerns, filtering breaches or receipt of inappropriate materials to a member of the school's senior leadership team.  
I will be vigilant to protect the school's systems against cyber security threats and will not open emails unless they are from a genuine source and will 
not click on embedded links within emails or websites or download attachments unless they have been previously tested and shown to be genuine links 
and are to be used for the purposes of delivering the service.   
I will not attempt to bypass any of the school's security and filtering systems or download any applications or software.  
I will only access the Wi-Fi network from a device which has up to date anti-virus protection and supported Operating Systems  
I understand that the school cannot accept responsibility for any loss or damage to a personal device or contents accessed from that personal device as 
a result accessing the school's guest Wi-Fi network.’ 
  
If you have any queries regarding the use of IT prior to your visit, please do not hesitate to contact us. 
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Appendix 5 – Cyber Security Awareness  
 
 

 
This can be printed to pin on noticeboards near workstations. 
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